Speedcast Cybersecurity g speedcast

Seamless, end-to-end protection
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DEFEND AGAINST

Cyber attacks happen across all sectors and industries every day, with hackers CONSTANTLY EVOLVING
exploiting open wireless networks and taking advantage of relaxed security CYBER ATTACKS WITH

ostures. According to the latest security industry reports, the average damages
P g yinausty rep ge camag SPEEDCAST’S ADAPTABLE
from a ransomware data breach are estimated at $3.9 million and rising.
CYBERSECURITY

Speedcast’s dynamic cybersecurity solutions help prevent and address threats SOLUTIONS.

seamlessly. Leveraging best-of-breed components and real-time threat intelli-

gence, our scalable and adaptable services meet the challenges of an ever-

changing threat landscape and diverse budgets in a simple and consistent way. Contact a Speedcast Sales Representative
or email info@speedcast.com for
more information.
«  Next Generation Firewall: Enable, distribute, manage and «  Centralized Firewall Management and Reporting:
enforce security policies and profiles globally and locally. Aggregate logs from all managed firewalls and enable
«  Endpoint Protections: Secure your PCs and loT devices against reporting of application use, user activity, and traffic patterns
known threats by global signatures, and unknown threats by across the network from a central location.

behavioural monitoring, across simple and complex networks. «  Web and Application Filtering and Administration:
«  Posture Assessment: Detailed review of security archi- Centrally manage and restrict access to various aspects of
tecture design, implementation and operation, including the web or applications.
network devices, servers, desktops, web applications, and
related IT infrastructure.
« VPN and Secure Remote Access Service (RAS): Securely
communicate between computers or mobile devices and
corporate networks from off-site, with RAS enabling

administrators to securely connect via the Internet.
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Speedcast Cyberinsights™
Assess, Measure, and Facilitate Cybersecurity Capability

Speedcast Cyberlnsights
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Speedcast Cyberlnsights™ is a robust, cybersecurity assessment ISO/IEC CIS 20 ISPS ism 1 ocme/
service that enables customers to rapidly and cost-effectively 27001 Critical Code || Code IACS
. . o Controls NIST
evaluate their current cybersecurity tools, resources, policies, and bt
capabilities. The cloud-based tracking platform, coupled with our
fessional ides detailed revi ¢ . BIMCO
professional engagement, provides detailed reviews of security Guidelines
architecture design, implementation and operation, including °8:gg::;escl:3;y

network devices, servers, desktops, web applications, and related

IT infrastructure.
Foundational Risk

Cyber Risk Mgmt. Management
With Cyberlnsights, customers can benchmark and track progress Best Practices Best Practices

as well as assess and compare any items requiring mitigation.

The maturity analysis and standard reporting allows management

Cybersecurity
Capability Maturity

to prioritize work and investment intelligently and directly pulls
key components from multiple regulatory bodies. CyberInsights
can do the following:

. Define an organization’s cyber ecosystem

« ldentify the depth and breadth of deployed capabilities and resources (e.g. people, processes and tools)
«  Establish benchmarks to support consistent measurement and long-term trend analysis

- Serve as the primary mechanism for informing decisions around the sustainment of the organization’s

cybersecurity strategy and investments
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Current Assessment

MAKES YOUR LIFE EASIER

Score: Overall Maritime Cyber Capability by Domain Domain Key
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A web-based tool that enables stakeholders to regularly evaluate
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their organization’s cybersecurity capabilities. |
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Recommendations are aligned with a shipping company’s continuous improvement process.

Executive Summary Cybersecurity Recommendations
«  Two pages Capability Scoring +  Generated and prioritized
- Dynamic visualization of «  Aggregated by 12 domains based on assessment inputs
aggregated results and 30 subdomains +  Related document
«  Designed for quarterly +  Fourscore tables management supports
. . reporting +  Support benchmarking audit efforts
and trend analysis

Contact Speedcast:

4400 S Sam Houston Parkway E, Houston, TX USA 77048
4 SPEEDCAST.COM

info@speedcast.com




